Finding the Best SD-WAN
Product for Your Enterprise:
Criteria for Evaluating
Software-Defined WAN
Products




PRODUCT INTRODUCTION

SD-WAN (Software Defined Wide Area Network)
products have a very successful track record im-
proving application performance, lowering WAN
costs, and strengthening business continuity. But
as you consider deploying SD-WAN, it’s important
to understand the differences between solutions.
Identifying which features matter to your enter-
prise is essential in making this selection. This
paper describes key criteria for evaluating
SD-WAN solutions. It discusses the most important
issues, and outlines levels of capability that sepa-
rate “just okay” products from really good ones.
Thepaper does not compare specific products, but
it does include examples of features from 247 Net-
works SD-WAN, one of the leading solutions in this
field.
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The Value of SD-WAN Solutions

Wide Area Networks are a critical component of
today’s enterprise computing infrastructure. But
WANSs suffer from many problems, including con-
gestion, jitter, packet loss, and outages. Erratic
performance frustrates users, especially for low-la-
tency applications like VolP calling, video
conferencing, video streaming, and virtualized ap-

plications and desktops. WAN capacity can be
expensive and difficult to expand. Complex WANs
are difficult to manage and troubleshoot. SD-WAN
products address these problems. Typically they
are appliances or virtual appliances placed in small
remote and branch offices, larger offices, corpo-
rate data centers, and increasingly on cloud
platforms.

SD-WAN solutions can:

« Reduce WAN traffic.

« Route traffic on the fastest available paths be-
tween any two points.

« Provide better quality of service (QoS) for
high-priority applications.

« Improve network security.

« Simplify administration for remote and branch
offices.

- Allow enterprises to leverage low-cost and flex-
ible Internet and 4G network connections in
place of MPLS links.

« Provide visibility into WAN paths to help ad-
ministrators troubleshoot performance issues.

Although most SD-WAN products address the
same problems, they provide very different levels
of capability. Enterprises evaluating SD-WAN solu-
tions should understand the different levels of
functionality available to solve different problems,
determine what level they require, and look for
products that offer those capabilities.




Resiliency and Failover

The failure of a network link can put users “out of
business.”Losing access to mission-critical applica-
tions can reduce productivity and affect customer
service. Manually rerouting traffic to back-up links
forces high-priority applications to contend with
all other traffic for limited bandwidth, creating
even more user dissatisfaction. SD-WAN products
are essential tools for improving resiliency and
providing fast failover.

SD-WAN solutions make packet delivery and ap-
plication performance more reliable by routing
network traffic along the optimal paths between
two points, based on factors like the requirements
and priority of the application and the capacity
and quality of the available paths.

A few SD-WAN offerings rely on administrators to
pre-define paths for all applications, and to make
manual adjustments when contention and low
quality are detected on a path. Most SD-WAN
products, however, automatically assign paths
based on factors such as latency (i.e., the time re-
quired for a ping to make a round trip between the
locations). The highest-priority applications are re-
assigned to the lowest-latency paths.

Problems can still arise, however, when the selec-
tion criteria are too narrow, when thresholds are
set too high or too low, or when it takes the prod-
uct more than a few seconds to detect that the
path has deteriorated or failed. More sophisticated
SD-WAN solutions select paths using algorithms
based on multiple factors such as packet loss,
jitter, and congestion as well as latency. These
solutions use a dynamic analysis of multiple crite-
ria, rather than fixed thresholds, to determine
when paths need to be changed. The highest-pri-
ority applications are re-assigned to the lowest-la-
tency paths. These capabilities do a better job of
matching high-priority applications with the high-
est quality paths, and of making adjustments
faster when path quality deteriorates.

When a network link goes down, lost connectivity
can interfere with critical business processes and
anger users. Even a short interruption can cause
users to hang up on a VolP call or teleconference
and to restart applications. It can also disrupt vir-
tual desktop sessions, backups, large file transfers,
and other key software activities.SD-WAN solu-
tions can detect outages of network links and re-
route traffic to alternate paths. Thebest products
can identify outages and take corrective actions in
a second or less, making the outages impercepti-
ble to users (see the Sub-second Detection of Path
Outages callout box).
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Example: Sub-Section Detection
Of Path Outages

Our SD-WAN Appliances Tag Every Packet

They Send With a Sequence Number and
Information About the Packets to Follow. This

Allows the Appliance at the Destination to
Detect Path Outages After Just Two or Three

Missing Packets, So Traffic Can Be Rerouted

Before Users Notice Any Disruption.

When a path outage is detected, some SD-WAN
products redirect traffic to a pre-defined backup
link. More sophisticated solutions intelligently re-
route traffic from high-priority applications to the
remaining paths with the best performance and
the lowest packet loss and jitter, and traffic from
lower priority applications to the next-best path
with available capacity.




This ensures that high-priority applications not
only continue to function, but in most cases suffer
no performance degradation.

Quality of Service

Not all applications need the same levels of ser-
vice from the network. Some applications require
high performance, high reliability, and high quali-
ty in order to deliver the expected user experi-
ence. For example, many users will get very angry
if quality is erratic for voice over IP (VolIP calling),
audio and video streaming, or if performance de-
teriorates for virtualized applications and desk-
tops. In these situations, poor quality can cause
users to stop and restart the phone call, the down-
load, or the virtualized application, making net-
work performance even worse. But what features
in SD-WAN solutions can guaranty excellent QoS
for key applications?
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Most SD-WAN products allow administrators to
assign applications to a series of categories that
range from “high priority” to “low priority,” or from
“real-time” to “bulk”’More sophisticated solutions
allow administrators to prioritize applications at
an even more granular level by creating rules
based on parameters such as the application, the
user, the protocol, and source and destination IP
addresses.

Some SD-WAN products include features for traffic
shaping and dynamic bandwidth reservation. For
example, a minimum bandwidth can be specified
for a certain class of application on agiven path.

This feature ensures that no matter how congest-
ed a path becomes, no important application class
will ever be forced below a minimum bandwidth
allocation.A refinement on this approach is to also
specify a “share” for each class of application, so
that when capacity is limited bandwidth will be al-
located between them based on their relative
shares.Another traffic shaping technique is detect-
ing “backpressure” from a destination. If the
SD-WAN appliance at the destination indicates
that there is no spare capacity, the appliance at the
source will hold back traffic to that location, and
use the resulting free bandwidth to send packets
somewhere else. This promotes efficient use of
overall bandwidth while preventing the destina-
tion from being even more overloaded.

An advanced SD-WAN solution can ensure high
application performance and zero packet loss by
sending duplicate packets from the source loca-
tion to the destination via two independent paths.
The first packet to reach the destination is used
and the second is discarded. This approach uses
some extra bandwidth, but it is a powerful tool for
ensuring very high reliability and quality for appli-
cations like VoIP calling, video conferencing, and
virtualized desktops.Multiple Paths Per Session-
Some advanced SD-WAN products allow traffic
from a single session to be divided over two or
more paths that are dynamically linked. This has
two important benefits:

- Large tasks such as backups and large file trans-
fers can be completed more quickly.

- High-priority applications can be given enough
bandwidth to perform optimally, even if the pri-
mary path for the application reaches its capacity.
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Applications like VolP calling, video conferencing
and chat often require connections between two
remote points (say branch offices) that have to go
through a corporate data center, or a cloud plat-
form, or make multiple hops. When one of these
applications starts a session, an advanced SD-WAN
solution can create an on-demand connection
that utilizes the shortest possible path and dy-
namically combines multiple links into a single vir-
tual path. It can also apply features like dynamic
path selection and traffic shaping end-to-end.

Application Optimization

All SD-WAN products provide basic compression
(removing unneeded and repetitive characters)
and basic caching (storing copies of frequently
used files at the destination node so they don't
have to be retrieved multiple times across the
WAN). These capabilities improve application per-
formance, which makes users happy, and decrease
congestion on networks, which reduces network-
ing costs.

Some SD-WAN solutions provide advanced tech-

niques for application optimization on top of basic

compression and caching. Advanced deduplica-
tion includes the ability to cache and reuse indi-
vidual blocks and bytes, in addition to entire file
objects.

A related feature is storing in memory small, fre-
quently used data streams so they can be ac-
cessed extremely fast.

With protocol acceleration, details of specific pro-
tocols can be used to eliminate unnecessary ac-
tions that take up network capacity. Examples in-
clude proxying client-server handshakes, reducing
protocol chattiness, and optimizing payloads (see
the Accelerating CIFS callout box).

Example: Accelerating CIFS
CIFS Is a Protocol Designed for Windows File
Sharing on LANs. A Client Requesting a Large
File Using CIFS Over a WAN Might Have a Read
Limit as Small as 4KB, Forcing the User to Wait
Several Minutes to Retrieve the Entire File.

“Application fluency” refers to a technology that
can parse application traffic and leverage knowl-
edge about features in specific applications, rather
than treating all application traffic as an undiffer-
entiated stream. (See the Microsoft Apps and Vir-
tualized Apps callout box.)Video delivery can be
optimized by identifying, classifying and caching
video files based on video format, as well as by ob-
ject-level compression of video files. This can
result in major bandwidth savings and perfor-
mance improvements when multiple people at
the one location view the same video.

Example: Cloud Deployment

Our SD-WAN Can Be Deployed as a Virtual
Appliance on the Cloud in Environments
Such As Amazon Web Services (AWS). That
Allows Our SD-WAN to Provide Laten-
cy-Aware Path Selection, QoS, Traffic Shaping
and Other Advanced Features to Traffic Flow-

ing to and From Cloud-Based Applications.

Most SD-WAN solutions use IP-SEC encryption to
protect data in motion.Some include additional
security features such as rotating keys, and split-
ting designated application traffic across multiple
links so it can’t be understood even if a hacker can
eavesdrop on one network segmentA few
SD-WAN products can also inspect SSL/TLS en-
crypted tunnels.

This allows them to apply traffic shaping to traffic
from Facebook, YouTube, Twitter, Google Apps,
Box, Salesforce.com, GitHub,and the many other
web applications that use SSL/TLS encryption.




Traffic Shaping

Most SD-WAN solutions are available as pre-con-
figured appliances. However, some vendors offer a
choice of deployment options that includes
pre-configured appliances (easy to deploy), virtual
appliances that run on the enterprise’s existing
hardware (low cost and easy to upgrade), and vir-
tual appliances on cloud platforms (see the Cloud
Deployment callout box).SD-WAN solutions can
also help enterprises scale their WANSs very cost-ef-
fectively, by adding capacity with broadband and
4G connections, rather than by investing in expen-
sive additional MPLS circuits.

Some SD-WAN products need more effort to con-
figure and manage. Administrators should be con-
cerned about solutions that use command-line
type commands for some activities, depend on
manual selection of paths, or require configura-
tion tasks on each individual appliance.More ad-
vanced solutions provide an easy-to-use GUI inter-
face, use algorithms to select paths automatically,
and include tools to push out configuration
changes quickly to multiple appliances. A few also
implement a true “software defined networking”
approach that allows all appliances and virtual ap-
pliances to be configured centrally based on appli-
cation needs rather than underlying hardware.

Administrators should also evaluate the analysis
and troubleshooting tools that work with the
SD-WAN solution. Desirable features include:

« A dashboard with useful charts, maps and dia-
grams.

- Visibility into the status, utilization and perfor-
mance of individual network segments.

- Visibility into the end-to-end performance of a
wide range of applications.

« Integration with third party analytics and trou-
bleshooting tools.

« The ability to replay traffic flows over time and
observe the effect of changes in application usage
and network conditions.

SD-WAN technology is improving rapidly, and the
vendor landscape is changing. To maximize their
return on investment now and in the future, enter-
prises should look for vendors who have long-
standing track records for industry leadership and
customer satisfaction, as well as world-class sup-
port, sales, and channel organizations.

SD-WAN products have been proven to increase
application performance and reliability and to dra-
matically reduce the costs of expanding and man-
aging wide area networks. But SD-WAN solutions
are not the same. Evaluators should weigh alterna-
tives based on the features and levels of capabili-
ties outlined in this paper in the areas of:

- Resiliency and failover.

« Prioritization and Quiality of Service.
« Application optimization.

« Security.

+ Deployment options and scaling.

» Administration and troubleshooting.
« Vendor track record and support.

You can use the checklist on the next page to com-
pare several products using these criteria. Of-
course, potential buyers should also validate the
capabilities most important to them by looking at
each vendor’s customer base and performing
hands-on trials where appropriate.




SD-WAN Major Features Checklist

Feature

Bonded Internet Option X OptionY
SD-WAN

Resiliency and Failover

Reliable Packet Delivery

Real-time Detection of Outages

Dynamic Path Selection for Failover

Quality of Service

Application Prioritization

Traffic Shaping and Dynamic Bandwidth Reservation

Allocate Relative “Shares” to Application Classes

Backpressure From Destinations

Packet Duplication

Multiple Paths Per Session

Dynamic Point-to-Point Connections Across Multiple Nodes

Application Optimization

Basic Compression and Caching

Advanced Deduplication

Application Fluency

Video Delivery Optimization

Security

Data Security

Inspect SSL/TLS Tunnels

Deployment and Scaling

Appliance and Virtual Appliance Options

Cloud Platform Virtual Appliance

Scale By Adding Broadband and 4GE Connections Instead of MPLS

Administration and Troubleshooting

Dashboard (Charts, Maps, Diagrams)

Visibility into Network Segments

Visibility into End-to-End Application Performance

Integration With Third Party Analytics and Troubleshooting Tools

Replay Traffic Flows Over Time

Vendor Track Record and Support

Track Record for Industry Leadership and Customer Satisfaction

Worldwide Support, Sales, and Channel Organizations

S R N NN N N I N AN A I RN AN I AN RN AN AN NN RN N AN AN ENENEN

Overall Assessment:




