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ENSURE VOIP AND SKYPE FOR BUSINESS CALL
QUALITY AND RELIABILITY WITH OUR SD-WAN

Most enterprises using VolP or Skype for Business
have experienced low-quality connections and
periodic service interruptions that result in gar-
bled voice and dropped calls. This reduces reve-
nue, frustrates customers and employees, raises
costs and undermines productivity. Some compa-
nies add expensive MPLS capacity or turn to
cloud-based voice services to improve their VolP
experience, but these steps aren't sufficient.
Fortunately, our SD-WAN provides a solution to
these problems

Our SD-WAN solution provides optimized applica-
tion performance across the enterprise WAN. By
combining software-defined WAN, intelligence
with routing, WAN Optimization and deep visibili-
ty into application delivery performance, our
SD-WAN delivers the reliability, security, and expe-
rience that branch and mobile users expect across
enterprise and SaaS-based applications as well as
unified communications. This white paper focuses
on how SD-WAN improves the quality and reliabili-
ty of voice communications, even when using
broadband links or cloud-hosted voice services.

The Open Networking Foundation describes
software-defined networking (SDN) as an archi-
tecture that “decouples the network control
and forwarding functions, enabling the network
control to become directly programmable and
the underlying infrastructure to be abstracted for

applications and network services.” This architec-
ture allows networks to be centrally managed,
programmatically configured, and dynamically
adjusted as traffic flows and application require-
ments change

Software-defined wide area networking imple-
ments these concepts by binding multiple MPLS,
mobile, and broadband paths into a single logical
path. The physical paths can include MPLS circuits,
broadband cable and DSL connections, and 4GE
LTE connections. Application traffic is optimized
across the multiple physical paths, and dynamical-
ly adjusted to provide the highest possible quality
of service for high-priority applications. Figure 1
shows a simple example of a SDWAN connecting a
data center and one remote office.

“All These Changes We've Made to the Net-
work Over the Years Have Increased the Com-
plexity of the WAN to the Point Where
Making Even Small Changes Requires an
Enormous Amount of Work.

Between Security, Visibility Tools, Routing
and Optimization Technologies, Network
Managers Need to Worry About Multiple Pro-
tocols, Service Chains, QoS and a Bunch of
Other Factors. That's Why WAN Evolution Is
Needed Today and That Shift is to a Software
Defined Enterprise WAN ”

Zeus Kerravala

Network World, the Software Defined
Enterprise WAN is Now a Business Imperative.
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® Intelligent Path Selection

The SD-WAN provides intelligent path selection
to ensure that voice and video communication
uses the best possible path through the WAN.
Appliances at the source and destination sites
contain a “map” of all available WAN paths
between the two locations. The map includes
performance and quality data on every path.
When an application session is initiated, the
appliance at the sending site chooses the
highest-quality and lowest latency (best perform-
ing) path or paths available

Of course, path quality and performance are
always changing, and one of the objectives of
software-defined networking is to adjust to
changing requirements. To accomplish that goal,
the source application adds a tag to every packet
it sends. The destination appliance reads the tag,
and then records the transit time for each
packet. By looking at the tags for a sequence of
packets, the destination appliance also obtains
information on packet loss, jitter and other
quality measures related to the path.

The destination appliance then shares these
measurements  with the other SD-WAN
appliances in the network. That allows all of the
appliances to continuously update their “maps”
with performance and quality data, and to
select the best available path for each new
session based on current information
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® Fast Failover

Our SD-WAN technology provides for dynamic
routing and fast failover. For example, if an MPLS
network experiences a brownout or blackout con-
dition, the receiving appliance will
recognize that packets are missing from the
sequence, and within 0.3 milliseconds shift
existing VoIP calls to the best remaining WAN
path. Employees and customers don’t perceive
any interruption in the call, much less a dropped
call

® Scalability and Cost Reduction

Software-defined WAN technology also makes
economic sense. Although individual broadband
and mobile paths may suffer from
unpredictable performance, they will rarely all
encounter performance issues as the same
time. Because our SD-WAN can dynamically
shift traffic on a per-packet basis to the bestXper-
forming path available, multiple broadband
connections can provide the same quality of
service as an MPLS circuit. As VolP, Skype for
Business and other WAN traffic grow,
enterprises can expand their WAN capacity by
adding cost-effective, quickly installed
broadband connections instead of expensive
MPLS circuits

In fact, industry analyst firm Gartner anticipates
that SD-WANs can reduce the cost of WAN
ownership and operation by at least 40%, thanks
to lower expenditures on hardware, software and
support for WAN equipment in remote offices.?




The SD-WAN advantages discussed so far intelli-
gent path selection, fast failover, and cost effective
growth — are equally useful for all types of network
traffic supported on WANSs.

But there are additional features that are particu-
larly important for high-priority, low latency appli-
cations like VoIP .

@ Prioritization and Quality of Service

Our SD-WAN technology gives enterprises very
granular control over quality of service (QoS)
levels for different classes of applications, and
even for individual applications.

Administrators can assign applications to three
general categories: “real-time,” “interactive” and
“bulk.” If more precision is required, custom rules
can be created that adjust relative priority based
on factors like source and destination IP address,
IP protocol, DSCP tag and source and destination

ports.

This control means that VolP and Skype for Busi-
ness sessions can be given top priorityover all
other applications, or given the samequality of
service as other real-time applications such as
video conferencing, VDI and application virtual-
ization solutions and key enterprise software
packages.

With our SD-WAN, prioritization and quality of ser-
vice are managed dynamically. VoIP sessions are
initially given the best-performing and high-
est-quality paths.

But if a particular path slows down or experiences
excessive jittering or packet loss, our SD-WAN re-
assigns the VolIP session to a better-performing
path on the fly, without causing any perceptible
interruption in the call.

® Packet Duplication

Packet duplication is another extremely useful
feature when conditions absolutely, positively
demand high quality.

The SD-WAN application at the source location
sends duplicate copies of every packet in the ses-
sion along different,independent paths.

The SD-WAN appliance at the destination uses the
first packet received and ignores the second.Pack-
et duplication does consume extra bandwidth,
but it ensures excellent voice quality, since the
fastest delivery time is used for each packet. In ad-
dition, the technique also results in network ses-
sions with zero packet loss (except in the extreme-
ly rare event that both paths drop the same
packet).

Packet duplication, QoS and other performance
enhancing features provided by our SD-WAN solu-
tion ensure high reliability and high quality for
VolIP traffic with any mixture of MPLS and broad-
band connections-even when the quality of the
individual paths may not be uniformly high.

Packet Duplication

High Quality VOIP

The value of SD-WAN technology can be illustrat-
ed by two SD-WAN customers




o Health Counseling Center

The Addiction Treatment Program at the counsel-
ing center provides counseling services related to
drug and alcohol abuse and heavily depends on
VoIP to communicate with its clients. The group
contracted with two MPLS networks. However,
the quality of calls would deteriorate significantly
when either of the two networks experienced a
brownout. Calls could not be switched dynamical-
ly from the affected network to the healthy one.
Similarly, too many VolP sessions and other appli-
cations sometimes contended for limited band-
width, which seriously affected call quality. These
issues were a very serious concern to an organiza-
tion whose mission was to provide outstanding
service to clients over the phone.

Fortunately, the counselling center was able to
maintain high levels of call quality after imple-
menting the SD-WAN solution. When either MPLS
network suffered a brown out, calls could be
switched seamlessly to the healthy network. In
addition, VolIP traffic was given priority over less
latency and loss sensitive applications. The orga-
nization was able to maintain high performance
levels for its “mission critical” services
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® The Life Insurance Company

When a major life insurance company rolled out
VolP communications for its main call center, it
didn’t want to take any chances on the quality of
service to its customers.

The network group was careful to invest in redun-
dant MPLS links and enough bandwidth to sup-
port even peaktime VolP traffic.

Unfortunately, the MPLS networks were not com-
pletely reliable. As a result, some VoIP conversa-
tions suffered from poor quality.

On occasions calls would drop, forcing customers
to call back the center and restart their dialogs
with a second customer representative who had
no awareness of the original discussion. The
damage to customer satisfaction was not accept-
able to the call center managers. Implementing an
SD-WAN solution ensured that VolP sessions
would be continuously and dynamically routed to
the best-performing, highest-quality path avail-
able. Call center staff and customers were able to
enjoy high-quality phone conversations without
interruptions.
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The SD-WAN Solution Offers Even More Features
That Improve the Quality and Performance of
Latency-Sensitive Applications Like VolIP, Video
Conferencing VDI, and Application Virtualization.

® AndThat’s Not All...

The SD-WAN solution offers even more features
that improve the quality and performance of
latency-sensitive applications like VoIP, video
conferencing VDI, and application virtualization.

Dynamic Virtual Paths allow direct paths to be de-
fined between two branch offices, reducing laten-
cy between the locations and minimizing band-
width into the data center.

Traffic Shaping and Dynamic Bandwidth Reser-
vation provide additional tools for managing
quality of service for different classes of applica-
tion traffic.

Packet Reordering and Loss Mitigation offload
packet reordering and retransmission tasks from
applications.

Our SD-WAN Dashboard makes the process of
configuring WAN policies intuitive and provide
customizable dashboards to track the health
and performance of WAN paths across the
network .




